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*** START OF CHANGES ***
[bookmark: _Toc492909234][bookmark: _Toc44941562]O.2.1	TLS Profile for TLS based access security
 
When the UE and the P-CSCF implement and use TLS as specified in the present Annex O, TLS shall be implemented and used according to the TLS profile specified in TS 33.310 [24], Annex E. For all TLS versions the provisions on ciphersuites given in TS 33.310 [24], Annex E, shall apply.
-	Protection mechanisms:
-	CipherSuites with NULL encryption may be used. 
-	The UE shall always include at least one CipherSuite that supports (non-NULL) encryption during the handshake phase.
NOTE 0:	TLS 1.0, TLS 1.1, and TLS 1.2 already fulfill the preceding requirement as the mandatory cipher suite has non-NULL encryption and the client includes all supported cipher suites in the Client Hello message.
-	Authentication of the P-CSCF
-	The P-CSCF shall be authenticated by the UE by presenting a valid server certificate.  The P-CSCF certificate profile shall be based on TLS certificates as presented in clause O.5.1.  UEs shall validate the P-CSCF server certificate based on clause O.5.2. In addition, UEs shall validate the FQDN of the P-CSCF against the FQDN in the subjectAltName of the P-CSCF server certificate.
-	Authentication of the UE
-	The P-CSCF shall not request a certificate in a Server Hello Message from the UE.  The HN shall authenticate the UE as specified in Annex N of this specification. 
-	Verification of the TLS session endpoints
-	In order for the UE to be able to trust the TLS session endpoint, the P-CSCF certificate shall be used during the authentication procedure. 
-	In order for the P-CSCF to be able to trust that the UE, which was authenticated according to Annex N, is the TLS session endpoint, the P-CSCF shall use the mechanism for associating the TLS Session ID with registration parameters IP address, port, IMPI, IMPU(s), specified in clause O.2.2, and shall have assurance that man-in-the-middle attacks can be mitigated, e.g. by following the rules in the NOTE in clause O.1.1. 


*** END OF CHANGES ***




